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ABSTRACT  
Utilisation of ICT for health (e-health) has become a global issue. It is one of WHO's 
recommendations and is part of the Action Plan for ITU (the International Telecommunications 
Union) to connect health centres and hospitals to eefectively use information and 
communication technology. E-health is an ICT-based application related to the health care 
industry and aims to improve access to and the efficiency, effectiveness, and quality of medical 
process. Besides the organisation of medical services in hospitals, clinics, health centres, in 
which medical practitioners, doctors and therapists, laboratories and pharmacies are involved, 
insurers also involve the patient in medical processes as a consumer. Indonesia is in the early 
stages of implementing an e-health program, which is due to provide better health services to 
the community because of the increase in the number of internet users. However, this e-health 
program may also cause problems regarding how far health providers in Indonesia can protect 
the privacy of patients' personal data, which can be accessed, managed and disseminated by 
ICT. Health data is classified as very sensitive data that requires increased legal protection so 
as not to be misused for commercial purposes. 

INTRODUCTION 
The development of information technology and the wireless business environment offer 
considerable advantages in terms of efficiency and productivity (Saad, 2005), particularly in 
terms of innovations that are changing the landscape of disease prevention and control. The 
widespread availability of ICT technology, including mobile technology, in many developing 
countries such as Indonesia is an exceptional opportunity to expand the use of e-health (“ITU 
Report,” n.d.). Indonesia is a developing country, although its economic growth is forecast to 
accelerate by an average of 5.1 % a year between 2016 and 2020 (The Economist Group, 2016). 
It nevertheless faces a number of problems and challenges in the field of public health. The 
development and use of e-health can help create opportunities for solving these problems and 
challenges in the health sector. Various types of applications can be used, such as the means of 
recording, reporting and managing outbreaks, electronic prescribing, patient medication 
management, mobile telemedicine systems, e-psychology, and mobile e-health. The statistics 
show that the number of internet users in Indonesia in 2016 was 104.2 million people, a figure 
projected to grow to 144.2 million in 2021 (Statista, 2016). The number of mobile internet 
users in Indonesia in 2016 was 56.25 million people, which has potential to support an e-health 
program that uses the internet as the main network for connections. However, the development 
of ICT also contains potential risks, due to the fact that modern technology provides access in 
seconds to limitless quantities of personal data. The possibility of creating personality profiles 
through the combination of different data files and e-health data is an issue that can lead to 
potential misuse or irresponsible use of the data (Saad, 2005), leading to injury being caused 
to the data subject.  The legal issue here is how far the e-health provider will provide protection 
and confidentiality of personal medical data stored in their system (Sarabdeen, 2008). The 
development of the practice in other countries has shown that there have been many cases of 
violations of personal data that have been detrimental to the patient. For example, in Ohio, 
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