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ABSTRACT 

The right to privacy is an issue that draw a lot of public attention, especially 

when associated with the frequent interceptions made by the state upon state 

citizen private communications in the course of legal enforcement. Yet, those 

state practices in the form of surveillance and interception of communications 

have disrupt citizen's privacy right indeed. In Indonesia, in the post

Constitutional Amendment, the right to privacy is recognized as one of the 

fundamental rights of citizens that must be protected. This protection is 

asserted in paragraph G of Article 28 (1) of the 1945 Constitution, states that 

every person has the right of self-protection (privacy), family, honor, dignity, and 

property (including personal data). The statement also affirmed in Article 32 of 

Law No. 39 Year 1999 on Human Rights, which among other things stated that 

the independence and confidential communications by electronic means should 

not be disturbed except by order of a judge or other authority duly authorized 

by law. 

Notwithstanding , the current situation in Indonesia shows that there is no 

single rule on procedures for interception. Thus has created vulnerability 

towards interception of citizens' private communications , including in the use of 

internet communication, such as electronic mail and various social media tools. 

To date, Indonesia has at least twelve legislations regulating interceptions in 

different ways. Those confusing and overlapping regulations have threatened 

the human rights, especially privacy rights. In Indonesia , the war against 

corruption and terrorism has somehow affected the practices of wiretapping 

and reduced the protection of privacy rights. 

( Privacy rights, Legal Interception, Communications) 
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A. Introduction 

The major issue in information privacy law is a tension between privacy 

and security. In order to investigate the crime, the law enforcement must gather 

information by monitoring suspected individuals that has pose substantial 

threats to privaci. This situation is exacerbated by the advancement of new 

technologies and the internet that have provided new challenges to long

standing human rights norms. By facilitating increased State surveillance and 

intervention into individuals' private lives, the spread of digital technologies has 

created a serious need for States to update their understandings and 

regulations of surveillance and modify their practices to ensure that individuals' 

human rights are respected and protected. 2 

Privacy has been embraced in the Asian Region. There are two major 

factors that influenced the privacy protection development in Asia, specifically in 

Indonesia. Firstly , the influences of international law such as Universal 

Declaration of Human Rights and Indonesia as a signatory to several 

international human rights convention. Privacy in Indonesia is considered as 

a part of fundamental human rights . Indonesia as a signatory to international 

instruments, such as the Universal Declaration of Human Rights and 

International Covenant of Civil and Political Rights 1966 and ratified with Law 

Number 12, 2005. Secondly, the privacy awareness in the Indonesia has 

increased due to the development of information technology with its capabilities 

to collect, analyze and disseminate information. This new development 

worldwide became an enabling factor to other sector industries, such as 

1 Daniel J. Solove and Marc Rotenberg, Information Privacy Law, Aspen Publishers, 
New York, 2003, p. 275-276 

2 https :1/www. privacyi ntern ational. org/reports/the-i nternational-pri nciples-on-the
application-of-human-rights-to-communications 


